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INFORMATION DISCLOSURE 
STATEMENT 



Applicant: 


Christopher Rygaard 


Application No. 


09/591,034 


Filed: 


09 June 2000 


For: 


MOBILE APPLICATION 
SECURITY SYSTEM AND METHOD 


Group Art Unit: 


2131 


Examiner: 


Jenise E. Jackson 


Attorney Docket No.: 


1010722-991100 



Commissioner of Patents and Trademarks 
P.O. Box 1450, Alexandria, VA 22313-1450 

Dear Sir: 



RECEIVED 



MAR 0 3 2004 



Technology Center 2 

In accordance with the provisions of 37 C.F.R. § 1.56(a) and 37 C.F.R. § 1.97, Applicant(s) 
hereby make of record the references listed on the accompanying Form PTO-1449 for consideration 
by the Examiner in connection with the examination of the above-identified patent application. 



00 



This Information Disclosure Statement: 

(a) □ accompanies a new patent application submitted herewith. 

(b) □ is filed within three (3) months of the Filing Date or before the mailing date of a 

First Office Action on the merits; OR 

(c) E| after the period defined in (b) but before the mailing date of a Final Rejection or 

Notice of Allowance, OR 

(d) □ is filed after the first Office Action and more than three months after the 

application's filing date or PCT national stage date of entry filing but, as far as is 
known to the undersigned prior to the mailing date of either a final rejection or a 
notice of allowance, and is accompanied by either the fee ($180) set forth in 37 
CFR § 1.1 7(p) or a certification as specified in 37 CFR § 1.97(e), as checked 
below OR 

(e) □ is filed after the mailing date of either a final rejection or a notice of allowance, and 

the issue fee has not been paid, and is accompanied by the requisite petition fee 
($130) set forth in 37 CFR § 1.17(l)(1) and a certification as specified in 37 CFR 
§ 1 .97(e), as checked below. This document is to be considered as a petition 
requesting consideration of the information disclosure statement. 



As required under § 1 .97(e), Applicants, through the undersigned, hereby state either that 
[check the appropriate space]: 

(f) □ Each item of information contained in the Information Disclosure Statement was 

first cited in a communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing date of the Information 
Disclosure Statement; or 

(g) □ No item of information contained in the Information Disclosure Statement was cited 

in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the person signing this Statement after 
making reasonable inquiry, no item of information contained in the Information 
Disclosure Statement was known to any individual designated in § 1 .56(c) more 
than three months prior to the filing of the Information Disclosure Statement. 

It is respectfully requested that each of the references shown on the attached Form 
PTO-1449 be made of record in this application. Copies of the references are enclosed 
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The Commissioner is authorized to charge any deficiencies and credit any overpayment of fees 
to our Deposit Account No. 07-1896 . 



Date: February *2,C, 2004 



Respectfully submitted, 

GRAY CARY WARE & FREI DENBIGH LLP 




Reg. No. Timothy WuX-ohse, Reg. No. 35,255 
Attorneys for Applicant(s) 



East Palo Alto, CA 94303 
650-833-2055 



Customer Number 



26379 



/ hereby certify that this correspondence is being 
deposited with the United States Postal Service with 
sufficient postage as FIRST CLASS MAIL in an envelope 
addressed to: Commissioner of Patents & Trap^narks; 
P.O. Box 1450, Alexandria, VA 22 
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Iq^MPTO-1449 U.S. DEPT. OF COMMERCE 
(modified 2/91) Patent and Trademark Office 
INFORMATION DISCLOSURE CITATION 

(Use several sheets if necessary) 


Attorney Docket Number: 
1010722-991141 


Serial Number: 
10/591,034 




Applicant: Christopher Rygaard 


Filing date: October 15, 2003 


Group art unit: Unknown 



U.S. PATENT DOCUMENTS 
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Patent number 


Date 
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Class 


Sub- 
class 


Filing date if appropriate 


















5,633,932 


05/1997 


Davis et al. 
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5,850,516 


12/1998 


Schneier 










5,850,517 


12/1998 


Verkler et al. 






AR n 3 TOO* 




5,963,731 


10/1999 


Sagawa et al. 










5,968,176 


10/1999 


Nessett et al. 




Techi 
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5,974,549 


10/1999 


Golan 










6,065,118 


05/2000 


Bull et al. 






< 




6,141,754 


10/2000 


Choy 










6,173,405 


01/2001 


Nagel 










6,189,103 


02/2001 


Nevarez et al. 










6,272,528 


08/2001 


Cullen et al. 










6,308,181 


10/2001 


Jarvis 










6,539,416 


03/2003 


Takewaki et al. 









FOREIGN PATENT DOCUMENTS 





Document 
number 


Date 


Country 


Class 


Sub- 
class 


Translation 
YES NO 




EP0942370A1 















































































OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 









Intrusion Detection with Mobile Aaents. Computer Communications Journal. Special Issue on Intrusion Detection. 
Jansen 




Determining Privileges of Mobile Aqents. Proceedings of the Computer Security ADplications Conference. December 
2001. Jansen 




Mobile Aqent Security. NIST Special Publication 800-19. August 1999. Jansen et al 




Aaents for the Masses: Is it Possible To Make Development of Sophisticated Aqents Simple Enouah To Be 
Practical? IEEE Intelligent Systems. Special Issue on Agents. May-June. 1999. Bradshaw et al. 




Network Security Testing Using Mobile Aqents Third International Conference and Exhibition on the Practical 
Application of Intelligent Agents and multi-Agent Technology. London, UK March 1998. Karygiannis 




A Framework For Multi-Mode Authentication: Overview and Implementation Guide. NISTIR 7046 August 2003. 
Jansen et al. 




Picture Password: A Visual Login Technigue for Mobile Devices. NISTIR 7030. Julv 2003. Jansen et al. 
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Security Policy Manaaement for Handheld Devices. The Int'l. Conference on Security and Management (SAM'03). 
June 2003. Jansenetal. 




Authenticating Users on Handheld Devices. Proceedings of the Canadian Information Technoloav Security 
Symposium, May 2003. Jans en 




Policy Expression and Enforcement for Handheld Devices, NISTIR 6981. Mav 2003. Jansen et al. 




Assianina and Enforcina Security Policies on Handheld Devices. Proceedinas of the Canadian Information 
Technology Security Symposium, May 2002. Jansen et al. 




PCT International Search Report dated January 2, 2003 corresponding to PCT US02/21 186 




Office Action dated December 18, 2003 for U.S. Patent Application S/N 09/764,548 filed January 18, 2001 




Office Action dated December 31, 2003 for U.S. Patent Application S/N 09/758,941 filed January 10, 2001 




Office Action dated December 31 , 2003 for U.S. Patent Application S/N 09/645,028 filed August 23, 2000 



Examiner: 


Date Considered: 


EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP '609; Draw line through citation 
if not in conformance and not considered. Include copy of this form with next communication to the applicant. 
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